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Abstract—Digital transformation is changing both industry 
and higher education, giving universities a new role as builders of 
intelligent digital ecosystems. Most research looks at industrial 
digital transformation and university digitalization as separate 
topics. Few studies examine how universities can do both at 
once: drive digital transformation projects while also training en-
gineers through these same platforms.This paper introduces the 
University-Led Intelligent Digital Platform Framework (UIDPF), 
a conceptual framework built using Design Science Research 
methodology. UIDPF has six connected layers: data sources, inte-
gration and interoperability, AI and analytics, governance and cy-
bersecurity, decision support and smart services, and engineering 
competency development. What sets UIDPF apart from typical 
digital platform models is its sixth layer. Engineering competency 
development is treated as a core architectural component, not an 
afterthought. This means real industrial digital transformation 
projects can be woven directly into engineering curricula, giving 
students hands-on experience with live systems rather than 
simulations alone. The framework draws on digital platform 
theory, the Triple Helix model of university-industry-government 
collaboration, Industry 4.0 competency research, and intelligent 
information systems design. To show how UIDPF works in 
practice, the paper presents the MineVision and GeoSearch 
CORE project as an illustrative case of university-led digital 
transformation in industry. This example demonstrates how an 
intelligent digital platform can handle data integration, AI-driven 
analytics, governance and cybersecurity, decision support, and 
experiential learning all within one system. By extending platform 
theory to university-industry ecosystems, UIDPF contributes a 
transferable model for preparing engineers who can lead digital 
transformation efforts across industrial sectors. 

Index Terms—Digital platforms, intelligent systems, Design 

Science Research, digital transformation, university–industry 
collaboration, artificial intelligence, higher education, engineering 
competencies, Industry 4.0. 

 

I. INTRODUCTION 

Digital transformation has become a strategic priority across 

both industrial organizations and higher education institutions. 

In industry, digital transformation requires the integration of 

heterogeneous data sources, intelligent analytics, cybersecurity 

governance, and decision-support systems. In higher educa-

tion, it requires universities to prepare graduates who are 

capable of working with complex digital ecosystems, artificial 

intelligence (AI), systems integration, data engineering, and 

cyber-resilient infrastructures. 

Universities increasingly extend their traditional roles be-

yond teaching and academic research by participating in ap-

plied digital transformation initiatives. In such initiatives, uni- 

versities may act as knowledge producers, systems integrators, 

technology evaluators, project coordinators, and competency 

development hubs for future engineers. This expanded role is 

especially relevant for resource-based economies and indus-

trial sectors where digital transformation projects require inter-

disciplinary expertise combining information systems, domain 

knowledge, data science, cybersecurity, and organizational 

change management. 

Industrial digital transformation presents a complex socio-

technical environment. Data are often distributed across labo-

ratory systems, mobile applications, enterprise resource plan-

ning platforms, production systems, operational technology, 

and manual documentation workflows. Such fragmentation 

reduces data reliability, delays decision-making, and limits 

the deployment of AI and advanced analytics. At the same 

time, these challenges create authentic learning environments 

where engineering students and researchers can develop prac-

tical competencies through participation in real transformation 

projects. 

This paper argues that university-led intelligent digital 

platforms can simultaneously support industrial transforma-

tion and engineering competency development. The pro-

posed University-Led Intelligent Digital Platform Framework 

(UIDPF) conceptualizes the university not as a passive educa-

tional provider but as an orchestrator of digital ecosystems that 

connect research, industry collaboration, platform architecture, 

AI-enabled services, cybersecurity governance, and experien-

tial learning. 

The study addresses the following research questions: 

• RQ1: How can universities act as architects and orches-

trators of intelligent digital transformation in industrial 

environments? 

• RQ2: What architectural layers are required for a 

university-led intelligent digital platform? 

• RQ3: How can intelligent digital platforms support both 

industrial transformation and engineering competency 

development? 

The primary contribution of this study is the development 

of UIDPF, a six-layer conceptual architecture designed using 

Design Science Research (DSR). 

The remainder of the paper is organized as follows. Section 

II reviews related work. Section III presents the research 

methodology. Section IV introduces the UIDPF architecture. 

Section V presents theoretical validation. Section VI provides 
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an illustrative application example based on MineVision and 

GeoSearch CORE. Section VII discusses implications for 

higher education and engineering competency development. 

Section VIII concludes the paper. 

II. LITERATURE REVIEW 

A. Digital Transformation and Digital Platforms 

Digital transformation represents organizational change en-

abled by digital technologies and the reconfiguration of busi-

ness processes, information flows, governance structures, and 

value creation mechanisms [1], [2]. It extends beyond automa-

tion and requires structural changes in capabilities, decision-

making, culture, and inter-organizational collaboration. In 

industrial environments, digital transformation increasingly 

depends on integrated platforms that connect heterogeneous 

data sources and support intelligent services. 

Digital platforms have emerged as a central architectural 

paradigm in information systems research. Tiwana defines 

platform ecosystems as modular foundations that enable com-

plementary innovation, governance, and ecosystem coordina-

tion [3]. De Reuver, Sorensen, and Basole conceptualize digital 

platforms as organizing structures that enable extensibility, 

interoperability, and multi-stakeholder value co-creation [4]. 

These ideas are relevant not only for consumer and enterprise 

platforms but also for specialized industrial and educational 

digital ecosystems. 

B. University–Industry Collaboration and Higher Education 

Transformation 

The Triple Helix model positions universities, industry, 

and government as mutually reinforcing actors in innovation 

systems [5]. Universities increasingly participate in applied 

digital transformation projects through contract research, tech-

nology transfer, systems engineering, user training, evaluation, 

and knowledge transfer. Perkmann et al. show that academic 

engagement with industry contributes to innovation capacity 

when collaboration mechanisms are clearly structured [7]. 

In higher education, such projects are important because 

they create authentic learning environments. Students and 

researchers gain experience with real requirements, production 

constraints, enterprise systems, cybersecurity challenges, and 

organizational change. This aligns with calls for engineering 

education to integrate applied computing, AI, data science, 

systems integration, cybersecurity, and human-centered digital 

transformation. 

C. Intelligent Information Systems and AI Readiness 

AI enables anomaly detection, predictive analytics, auto-

mated decision support, and intelligent process automation 

[12]. In industrial information systems, however, AI effec-

tiveness depends on data quality, interoperability, governance, 

and domain-specific validation. Poorly integrated or unreliable 

data can produce misleading predictions and reduce trust in 

intelligent systems. 

Consequently, AI should not be treated as an isolated 

component but as a layer within a broader digital platform 

architecture. Data acquisition, validation, cybersecurity, and 

governance must precede advanced analytics. This principle 

is important for any applied digital ecosystem where data are 

incomplete, uncertain, spatially distributed, generated by mul-

tiple stakeholders, or collected under operational constraints. 

D. Engineering Competency Development in Industry 4.0 

Industry 4.0 requires engineers to combine technical knowl-

edge with systems thinking, digital literacy, collaboration, 

and problem-solving in complex socio-technical environments 

[16], [17]. Recent studies further emphasize the importance 

of AI-enabled decision support, intelligent automation, and 

data-driven organizational capabilities as critical enablers of 

successful digital transformation initiatives [18], [19]. Con-

sequently, future engineers must be capable not only of 

developing technological solutions but also of understanding 

how digital technologies reshape organizational processes, 

governance mechanisms, and decision-making practices. Ac-

creditation frameworks such as ABET also emphasize the 

ability to solve complex engineering problems, function on 

multidisciplinary teams, communicate effectively, and under-

stand professional responsibilities [26].The proposed frame-

work aligns with CDIO principles, ABET accreditation crite-

ria, and contemporary Industry 4.0 competency models. In ad-

dition, computational thinking, technology-enhanced learning, 

and constructive alignment principles provide important ped-

agogical foundations for integrating digital platform projects 

into engineering education [27], [28]. 

Digital transformation projects can serve as high-value 

learning environments because they expose students and re-

searchers to real data, integration constraints, governance re-

quirements, cybersecurity risks, and stakeholder needs. There-

fore, university-led digital platforms should be considered not 

only technological artifacts but also educational infrastructures 

for developing future engineers. 

E. Industrial Digital Ecosystems and Illustrative Domain 

Context 

Mining and geological information systems provide a useful 

illustrative domain because they involve heterogeneous data, 

spatial models, laboratory results, mobile documentation, fleet 

management, and quality-control workflows. Mining digital-

ization research has addressed automation, digital twins, fleet 

management, sensor integration, and predictive maintenance. 

Digital twin research provides an additional foundation: a 

digital twin consists of a physical entity, a virtual representa-

tion, and a bidirectional data connection [14]. These concepts 

are transferable to other industrial and educational digital 

ecosystems, including smart campuses, energy management 

platforms, environmental monitoring systems, laboratory data 

platforms, and applied research infrastructures. 

F. Research Gap 

Existing studies investigate digital transformation, digital 

platforms, university–industry collaboration, intelligent indus-

trial systems, and engineering education separately. While dig-

ital platform research explains interoperability and ecosystem 



coordination, and higher education research explores digital 

competency development, limited attention has been devoted 

to frameworks that simultaneously position universities as dig-

ital transformation architects and engineering competency de-

velopment hubs. Moreover, few studies explain how intelligent 

digital platforms can support industrial transformation while 

creating authentic learning environments for future engineers. 

This study addresses this gap by proposing UIDPF, a con-

ceptual architecture that integrates intelligent systems design, 

university–industry collaboration, and engineering education 

within a single framework. 

III. RESEARCH METHODOLOGY 

This study adopts Design Science Research (DSR) method-

ology [8]–[10]. DSR is appropriate because the objective is to 

design and evaluate an artifact that addresses a practical and 

theoretical problem. The artifact developed in this study is the 

University-Led Intelligent Digital Platform Framework. 

Following DSR principles, the research process consists of 

six stages: 

1) Problem identification: fragmentation of industrial data 

ecosystems, limited AI readiness, and insufficient inte-

gration between industrial transformation and engineer-

ing competency development; 

2) Objective definition: design of a transferable university-

led intelligent platform framework; 

3) Literature synthesis: review of digital platforms, DSR, 

university–industry collaboration, AI readiness, Industry 

4.0, and engineering education; 

4) Artifact design: construction of the six-layer UIDPF 

architecture; 

5) Demonstration: illustrative application through the 

MineVision and GeoSearch CORE implementation con-

text; 

6) Evaluation: conceptual evaluation through design re-

quirement mapping, architectural comparison. 

The study uses a conceptual design logic supported by 

an illustrative application example [11]. The implementation 

context is used not as a standalone case study but as empirical 

grounding for the proposed framework. This allows the paper 

to remain conceptual while demonstrating practical applicabil-

ity in a real university–industry digital transformation setting. 

IV. UNIVERSITY-LED INTELLIGENT DIGITAL PLATFORM 

FRAMEWORK 

A. Architectural Design Principles 

The proposed UIDPF framework is based on six design 

principles. 

P1: University Orchestration. Universities should act as 

digital transformation orchestrators by connecting research, in-

dustry collaboration, systems design, training, and knowledge 

transfer. 

P2: Interoperability by Design. Platform components 

should support standardized interfaces, APIs, and integration 

services to enable communication among operational, labora-

tory, enterprise, educational, and research systems. 

P3: Data Governance First. AI components should be 

deployed only after establishing role-based access control, 

auditability, data quality procedures, data stewardship, and 

backup mechanisms. 

P4: AI Readiness through Data Quality. Intelligent an-

alytics depend on complete, consistent, timely, and validated 

data. 

P5: Cybersecurity by Default. Security controls should 

be embedded across all architectural layers, including access 

management, VPN connectivity, audit logging, recovery pro-

cedures, and risk management. 

P6: Competency Development as Architecture. Engi-

neering competency development should be embedded as a 

dedicated layer of the platform rather than treated as a separate 

educational activity. 

B. Six-Layer Architecture 

Fig. 1 presents the proposed six-layer UIDPF architecture. 

L1: Data Sources and Acquisition Layer. This layer 

collects data from industrial systems, mobile applications, 

laboratory systems, enterprise platforms, research datasets, and 

learning artifacts. It supports structured, semi-structured, and 

operational data streams. In field environments, offline-first 

mobile documentation may be required when connectivity is 

limited. 

L2: Integration and Interoperability Layer. This layer 

enables communication among heterogeneous systems through 

APIs, middleware, data transformation services, message syn-

chronization, and ETL pipelines. It provides the technical 

foundation for integrating industrial, educational, research, and 

enterprise information systems. 

L3: AI and Intelligent Analytics Layer. This layer in-

troduces intelligent services such as rule-based validation, 

anomaly detection, prediction, classification, pattern recogni-

tion, and explainable decision support. Its purpose is to trans-

form integrated data into analytical insight while maintaining 

traceability and domain validity. 

L4: Governance and Cybersecurity Layer. This layer 

includes role-based access control, audit logs, backup and 

recovery procedures, identity management, regulatory compli-

ance, data stewardship, and cybersecurity risk management. 

Governance is treated as an architectural requirement rather 

than an implementation afterthought.The governance layer is 

aligned with internationally recognized cybersecurity and risk 

management frameworks, including ISO/IEC 27001, ISO/IEC 

27002, the NIST Cybersecurity Framework, and the NIST AI 

Risk Management Framework [20]–[23]. 

L5: Decision Support and Smart Services Layer. This 

layer provides dashboards, automated reports, digital twin ser-

vices, quality-control workflows, alerts, and research analytics. 

It transforms data and analytics into actionable knowledge for 

managers, engineers, researchers, educators, and students. 

L6: Engineering Competency Development Layer. Unlike 

traditional industrial platform architectures, UIDPF explicitly 

incorporates engineering competency development as a ded-

icated architectural layer. This layer supports the formation 



 

Fig. 1. University-Led Intelligent Digital Platform Framework (UIDPF). 

 

of competencies in AI, cybersecurity, data engineering, sys-

tems integration, digital governance, project management, and 

human-centered digital transformation. The inclusion of this 

layer reflects the dual mission of universities as providers of 

education and drivers of digital transformation. 

TABLE I 
DESIGN REQUIREMENT MAPPING FOR UIDPF 

 

Design Requirement UIDPF Response 
 

 

Data interoperability L2 Integration and Interoper-
ability 

AI readiness L1 Data Sources, L3 AI An- 

V. THEORETICAL VALIDATION AND RESEARCH MODEL 
 

A. Research Model 

Cybersecurity and trust 

Decision support 

alytics 
L4 Governance and Cyberse-
curity 
L5 Smart Services 

To conceptualize relationships among platform components, 
Experiential learning L6 Engineering Competency 

Development 

this study proposes the following research model: University–industry 
collaboration 

University Orchestration 
Layer 

• H1: Data Integration positively influences Data Quality. 

• H2: Data Quality positively influences AI Analytics Per-

formance. 

• H3: Governance and Cybersecurity positively influence 

Platform Reliability. 

• H4: University-Led Platform Orchestration positively in-

fluences Digital Transformation Outcomes. 

• H5: AI-enabled Analytics positively influence Decision-

Making Effectiveness. 

• H6: Participation in platform-based industrial projects 

positively influences Engineering Competency Develop-

ment. 

The model extends digital platform theory by positioning 

the university as an active orchestrator of digital transforma-

tion rather than a passive stakeholder. It also links technical 

capabilities with educational and organizational outcomes. 

 

B. Design Requirement Mapping 

Table I presents the theoretical validation of UIDPF through 

design requirement mapping. 

Transferability across domains Layered  architecture  and 
modular design 

 
 

 

 

 

VI. COMPARATIVE ANALYSIS 
 

 

A. Comparison with Existing Approaches 

 

Table II compares UIDPF with traditional enterprise systems 

and domain-specific industrial platforms. 

The comparison demonstrates that UIDPF extends beyond 

traditional enterprise and industrial platform approaches by 

integrating intelligent analytics, interoperability, governance, 

cybersecurity, university orchestration, and higher education 

outcomes within a single conceptual architecture. 

The framework therefore contributes not only to industrial 

digital transformation but also to the broader discourse on 

digital transformation in higher education and the development 

of future engineering professionals. 

University Orchestration Layer 

Research | Knowledge Transfer | Industry Collaboration | Curriculum Integration 

L1: Data Sources and Acquisition 

Mobile Applications | Industrial Data | Laboratory Data | Research Data | Learning Artifacts 

L2: Integration and Interoperability 

API Gateway | ETL Services | LIMS | ERP | Operational and Educational Systems 

L3: AI and Intelligent Analytics 

Rule-Based Validation | Anomaly Detection | Prediction | Explainable Decision Support 

L4: Governance and Cybersecurity 

RBAC | Audit Logs | Backup and Recovery | Compliance | Risk Management 

L5: Decision Support and Smart Services 

Dashboards | Reporting | Digital Twin | Research Analytics | Quality-Control Workflows 

L6: Engineering Competency Development 

AI Competencies | Data Engineering | Cybersecurity | Systems Thinking | Platform Governance 



TABLE II 
COMPARISON OF EXISTING APPROACHES AND THE PROPOSED UIDPF FRAMEWORK 

 

Capability Traditional Enterprise Systems Domain-Specific Industrial Platforms UIDPF 

Multi-source data integration Partial Yes Yes 
Mobile and field data acquisition Limited Yes Yes 
AI-based validation and analytics Limited Partial Yes 
Governance and cybersecurity Partial Partial Yes 
Decision-support dashboards Yes Yes Yes 
Digital twin or smart service support Limited Partial Yes 
University-led innovation model No No Yes 
Research and educational integration No Limited Yes 
Engineering competency development No No Yes 

Transferability to educational ecosystems Limited Limited Yes 

 

VII. ILLUSTRATIVE APPLICATION EXAMPLE: 

MINEVISION 

To demonstrate the applicability of UIDPF, the MineVision 

and GeoSearch CORE implementation project is presented 

as an illustrative example of university-led industrial digital 

transformation. The project involved a university, a mining 

enterprise, and a specialized software vendor. It focused on 

the implementation of MineVision, a geological database man-

agement system, and GeoSearch CORE, a mobile geological 

documentation application. 

The project included centralized geological database deploy-

ment, mobile field documentation, role-based access control, 

backup procedures, integration with laboratory and production 

systems, user training, operational support, and analytical 

reporting. AI-assisted mechanisms were specified for data 

verification, preliminary interpretation of geological data, pro-

duction indicator analysis, and ore quality prediction. 

The implementation demonstrates the practical relevance of 

the UIDPF layers. Data acquisition was supported through 

mobile documentation and geological data capture. Integra-

tion was required for laboratory information management 

and production systems. AI and analytics were represented 

through validation, anomaly detection, and predictive analysis 

requirements. Governance and cybersecurity were addressed 

through roles, access control, backup procedures, and secure 

connectivity. Decision support was reflected in reporting and 

quality-control workflows. Finally, competency development 

emerged through participation of university researchers, staff, 

and potential students in requirements engineering, systems 

integration, documentation, user training, and applied research. 

In this paper, MineVision is not treated as the main contri-

bution but as an illustrative application scenario showing how 

UIDPF can be operationalized in a real industrial environment. 

The same logic can be transferred to smart campus platforms, 

energy management systems, environmental monitoring plat-

forms, healthcare information systems, and university-based 

applied research infrastructures. 

VIII. IMPLICATIONS FOR HIGHER EDUCATION AND 

ENGINEERING COMPETENCY DEVELOPMENT 

Beyond its industrial relevance, UIDPF provides significant 

value for higher education institutions involved in digital 

transformation projects. Modern engineering education in-

creasingly emphasizes digital competencies required for In-

dustry 4.0 environments. These competencies extend beyond 

programming and include data analytics, AI, cybersecurity, 

systems integration, cloud computing, platform governance, 

and human-centered digital transformation. 

The educational dimension of UIDPF is consistent with 

international initiatives promoting digital competencies, AI 

literacy, and digital transformation in education, including 

the European Digital Education Action Plan and UNESCO 

recommendations on AI in education [24], [25]. The frame-

work also aligns with ABET accreditation requirements by 

providing authentic project-based learning opportunities that 

strengthen students’ abilities to solve complex engineering 

problems, collaborate in multidisciplinary environments, and 

apply digital technologies responsibly [26]. 

In addition, computational thinking, technology-enhanced 

learning, and constructive alignment principles provide impor-

tant pedagogical foundations for integrating digital platform 

projects into engineering education [27], [28]. The framework 

supports experiential learning approaches in which students 

actively participate in requirements engineering, systems inte-

gration, AI-enabled analytics, cybersecurity governance, and 

digital transformation initiatives. This approach is consistent 

with experiential learning theory and active learning practices 

widely adopted in engineering education [29]–[31]. 

University-led platform projects create real-world learning 

environments in which academic staff, researchers, and stu-

dents can participate in the lifecycle of large-scale digital 

transformation initiatives. Through involvement in require-

ments engineering, systems integration, data governance de-

sign, AI-enabled analytics, cybersecurity implementation, and 

user training, participants gain practical experience that is 

difficult to achieve through classroom instruction alone. 

UIDPF contributes to the development of several key engi-

neering competencies: 

• Digital platform architecture design; 

• Data engineering and database management; 

• Artificial intelligence and predictive analytics; 

• Cybersecurity and information governance; 

• Systems integration and interoperability; 

• Cloud and enterprise information systems; 



• Human-centered digital transformation; 

• Project management and university–industry collabora-

tion. 

Furthermore, such projects generate authentic industrial 

datasets, implementation scenarios, and case-study materials 

that can be incorporated into undergraduate and graduate 

courses in Information Systems, Applied Computing, Data 

Science, AI, Cybersecurity, Software Engineering, and Digital 

Transformation. 

The findings support the view that universities should not 

only teach digital technologies but also actively participate 

in the design and implementation of intelligent digital ecosys-

tems. Such participation strengthens knowledge transfer mech-

anisms, enhances graduate employability, and contributes to 

the formation of future engineers capable of leading digital 

transformation initiatives across industrial sectors. Therefore, 

UIDPF represents not only a technological architecture but 

also a pedagogical model for developing digital competencies 

through industry-integrated learning and applied research. 

IX. DISCUSSION 

The proposed UIDPF architecture contributes to information 

systems, digital transformation, and higher education research 

in several ways. 

C1: University-Led Intelligent Platform Framework. The 

study proposes a six-layer framework that integrates data 

acquisition, interoperability, AI, governance, decision support, 

and competency development. 

C2: Extension of Digital Platform Theory. The framework 

extends digital platform theory to university–industry digital 

transformation ecosystems. 

C3: Engineering Competency Development as an Archi-

tectural Layer. UIDPF introduces competency development 

as a dedicated layer of intelligent digital platform architecture. 

C4: AI Readiness and Governance. The architecture 

shows that AI deployment depends on prior development of 

data quality, interoperability, cybersecurity, and governance 

foundations. 

C5: Transferable Educational and Industrial Model. 

The framework provides a transferable model applicable to 

industrial platforms, smart campuses, research infrastructures, 

and applied computing programs. 

C6: Bridge Between Higher Education and Industrial 

Practice. The study demonstrates how university-led digital 

transformation projects can serve as authentic environments 

for developing Industry 4.0 competencies among future engi-

neers. 

Although the illustrative application originates from mining, 

the proposed framework is transferable to other industrial 

and educational digital ecosystems. Examples include smart 

campuses, energy management platforms, environmental mon-

itoring systems, laboratory data platforms, healthcare systems, 

and university-based applied research infrastructures. 

X. CONCLUSION 

This paper proposed the University-Led Intelligent Digi-

tal Platform Framework (UIDPF), a conceptual architecture 

that integrates intelligent digital platforms, industrial digi-

tal transformation, and engineering competency development. 

Unlike traditional platform architectures focused solely on 

technological outcomes, UIDPF positions universities as active 

orchestrators of innovation, knowledge transfer, and workforce 

development within digital ecosystems. 

The framework consists of six layers: data sources and 

acquisition, integration and interoperability, AI and intelligent 

analytics, governance and cybersecurity, decision support and 

smart services, and engineering competency development. The 

MineVision and GeoSearch CORE implementation was used 

as an illustrative example demonstrating how UIDPF can be 

applied in a real industrial setting while supporting university–

industry collaboration and applied learning. 
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